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AGENDA ITEM: Discussion and direction regarding cybersecurity on county network

SUPPORTIVE DOCUMENTS ATTACHED: [_|Memo [ ]JResolution [ ]JAgreement [ ]Other
Will provide information at meeting--still compiling data

BACKGROUND INFORMATION: The county network has been running FireEye Cybersecurity hardware/software
since mid-2015. When an upgrade to the county bandwidth was deployed across the network in March, 2016,
the existing FireEye hardware was unable to process this upgrade in speed without a very expensive upgrade.
To save costs we have researched a more affordable and expansive cybersecurity appliance/software product.
Would like to discuss and receive direction from Board on deployment of Cisco FirePower, IPS (Intrusion
Protection Software) and AMP (Advanced Malware Protection). This is a more affordable system and provides
greater protection/support to county network and IT staff. If Cisco security is approved, FireEye contract will
be cancelled and a refund of the remainder of support will be processed. FireEye appliance will be surplussed
and sold--could get minimum of $2,000 for this appliance if sold to private party.
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